At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they

feel it is naedod. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Alexa is an artificial intelligence (Al) software assistant created by Amazon in 2014 through which smartphone, tablet and smart device users can
issue voice commands and ask questions in a range of languages by issuing the ‘wake' or activation word Alexa. |t can be accessed in several ways
and is integrated into a growing number of ‘smart’ products including speakers, phones and clocks. Once viewed as expensive gimmicks, Alexa is

now one of the most used voice assistants in the world.

Insecure devices

The devices and their background fts:“e:arvices are
“ i another worry, which can have software
A'exa...SWItCh e vulnerabilitierz that make them insecure incomplex
| ways. In 2020, for instance, researchers discovered
7" thatthe services towhich Echo products connect
v were insecure, potentially allowing hackers to
| accesspersonalinformation such as voice
conversations. In 2017, researchers were able to
directly hack an Amazon Echotosend audio to
attackers. Amazon has a good record of fixing
security problems when they are discovered but it is
never possible to find every. problem. )

By their nature, Al voice assistants involve
the collection of large amounts data. How
thisis stored and the uses towhichitis i 6 - )
put has aroused growing concern. Experts 2 D) on the hghts
also worry aboutwho has access to voice b o %
recordings, which in 2019 the company p' ease...
admitted sometimes included employees
of Amazon and its commercial partners.
There is also the more general anxiety
that internet voice assistants might
record private conversations and not only
commands or questions.
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) In a 2019 report published by the Centre for Data
Ethics and Innovation, concerns were raised on
the disruptive effect that voice assistants and

.. smart speakers, such as Alexa, were having on
the way that children Interact with technology.
From building sentiment and forming
relationships which could encourage them to
overshare personal details, to a fear of
consuming content driven by commercial
algorithms and aninability to assess reliability,
how Alexa operates could considerably change

" children’s relationship with technology in both

—‘:--'Lthe short and long term.
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Using Alexa as a speaker to play your
favourite songs is one of the most
popular uses for the device. However,
without any parental controls in place,
Alexa won't filter the lyrics so it's possible
that children could hedr something they
shouldn't. Similarly, Alexa isn't always
able to {dentify who or what age the
personis who is issuing a voice
command so if children ask a question
which might not be age-appropriate,
the chances are they're likely to get an

age-inappropriate answer.

| National
j‘aOnline R
| & Safety
#WakeUpWednesday
,,C,h,ECk pr?vacg ;gttirr)grs ‘

Control voice input ¥ Set pin code
I's possible to delete Alexa's recordings either entirely; W If privacy is paramount, one ideais to locate Amdzon account users can order items
Jorfor a given period, with the instruction "Alexa, delete i Echo devices in only one room rather than from the company using a voice
everything | said." Altematively, set up the Alexa ; ! having several throughout the home. In =5 command, for example “Alexa, buy some
account privacy settings for thataccount todelete - ; @ ' addition, Alexa can be activated only wheniitis “tollet paper.’ To counter accldental use or
recordings every three or 18 months. Existing needed by manually turning off the ; M misuse and avoid reicking up big bills, this
‘recordings made using the Alexa dpp can be deleted microphone on Echo devices between use. ; | can either be disabled or protected with a
via Settings > Alexa Privacy > Review Voice History. A ; Users cah tell when Alexa is in listening mode PIN code (it should be noted that this is an
final tweak is to turn off the setting that allows Amazon as anindicator light should appear oran i | audible PIN however, so is not as secure . ’
'to’use voice recordings to Improve Amazon sefvices.’ - .audible tone should sound. as atyped code).
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Look out For ‘Skills apps &4 Talk about technology
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A big appedl of Alexais that thousands of companies have created apps, which <& t ‘As more and more homes install voice assistants and smart speakers such as
“Amazon calls ‘skills', that add useful capabilities, often integrdtions with other M ‘Alexq,it's agoodidea to talk to children about safe use of technology. Talk to

products or services. These dre Installed by asking Alexa to ‘open/play/start’ the skill. them aboutwhat Alexa can be used for, how usefulitcan be and how to use it

For example, a travel skill might be installed to check and automate checking train properly. Use it togéther to begin with'and discuss any concerns they might

{times and hotel bookings. However, it's important to remember that each of these have. Always make sure that children know to never share any personal or

might have a different privacy policy, A cautious approdchiis to install as few ds W sensitive information and that if they need to talk about anything, they should

possible, de-installing ones nolonger in use. : always speak to a trusted adulf.

ompliterand technology magazines since the
‘eatly 18905, mostrecently Which Computing, The
Téchworld, Computerworld
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 30.09.2020




